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B In tnis vpaper we investigzate the rchustness 7 several ieadlzck
)
jetection algorithms for distributed zomruting sys*tems. /e analyze
the Tbehavior of each algorithm in she oresence of “we clasges »f
failures - lost messages and single zite failures. In the zase 7
single site “ailure we consider six iifferent “yres o7 3ives jerending
on 20w “hey ~an varticipate in Jeadlock and leadlcock  ietection.  The
observation zand gconclusions ~ade in <his parer are intended <c show
>
now robust the rresent algorithms are and o vrovide an ingishs and
vetter understanding »f distrihuted alzorithnms robustness.
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I. TUTRCDUCTICH.

There have Teen many alzorithms tublished for ieadlocik detection,
vrevention or avoidance in centralized multivrogramming systems. The
cvroblem oI deadlock in those systems has been essentially sclved. In

he past decade *there has been ~onsiderabls work done -<n  distrihuted

tredeceszors 2% iisztrituted computing systems wnian arse  prasentl
foccus  of intensive research and develovment in academiz and industry.
Many technijues for concurrency control, reliability/recovery or secu-
rity developed for centralized (or single JPU) systems have Yeen or
are being adopted and adapted for distributed computing systems. Zor
example, there is a “endency %o use locking as a general synchroniza-
tion technique in distributed systems and its srecial variant, “wo-
dhase locking, for distributed database systems. Tp until recently i%
nas been arzued that *he frequency of deadlock -ccurence in existing
arplicaticns 13 so low *%hat the rzroblsm of deadlock in distrituted
3ystems is not very important and therefore 2an be managed by adopting
techniques develored for centralized systems. However, it has hecome
recently apparent that deadlocks may be a orcblem in the future as e
see new applications featuring large srocesses and/or many concurrent
srocesses or transactions[GRA811. As an sxample o such new aprplica-
wizns we mention information utilisty systems which service aoncurrens-
1y nundreds or perhaps thousands of TV users.

The distributed computing systems are characterized hy *he ab-
gence of zlctal zemory and by message transmission d4elays which are

20t negligzitle. Additionally, the processes cverating at “he same or

L Er-7-J g A= o pd 4 H 4 P
ii2€3rens zites -2an zommunicate wish sach  cther, and  san  share
~230urees. 27 Lacting iz a3ed a8 <he Tmoaronizasion taarnnime, then
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*he last two I%ems raisze the vroblems of deadlock cccurence in distri-
tuted systems, and she first two characteristizs o 1istritized svs-
“ems zake 1t auch more diffisf o detecs, =2void or Trevent <shan in
the earlier multiprogramming centralized computing systems.

“eadlock prevention and avoidance 2lgorithms for 2 Aisztritured
computing systems are not efficient. Prevention zan te 2ccomrlished

i s . : s s
ty not ailowine soncurrent srocsssing, oy essiming wrisrivizg and

‘)

211owing vreemption, Yy reauiring a orocess o agguire all resources
iv «will need tefore it starts, or hy hnaving no lcocks. Fequiring
sequential execution in a distributed system iIs 2 zross waste of
rescurces. Zavineg crioritized rtrocesses will result in  lower-
orioritied orocesses being restarted many times, wisth 2 maior degrada-~
tion in system 2fficiency. Dymamic vrioritization would he a 2omplex
algorithm by itself. A oprocess may te unable 4o determine i%s ~inium

set of resources, and therefore would have o acguire the set of 211

13
.

Trobable and possitle resources, sven though it may not need “hen.

§ o
mn

addition, in systems in which zessages are treated as rescurnes, it
impossible <o determine in advance which messages will %e rejuired.
Zaving no locks may result in  latabase inconsistencises, assuming a
non-optimistic concurrency contrcller. Similarly, deadlcck avoidance
algerithms, which either calculate 2 'safe path’' "3CL77. sr never wait
Sar 2 1o 3RATE! are alsc ineffigciant. 3afe nash alforithms require 3
ncn=trivial oxecutisn <ime, znd must e done each <ime a1 ressurce
request I3 <0 be granted. Tever walting Tor a lock is inefficient
when deadlcck is 2 rare occcurence.  Thus, in distridbuted scomruting

systems, deadlcck detecticn and resolution alazorisnmes wust “e ised.

- - S - < -l g - > Sl 1 I < - < -
“here are Iour cri<eria that anr ieadlonk detecticn alamristhm for
2 3 Yy g ~ -l —rp - - - ~ - b PR - ~n
IL3TricuTed 2CmTuting IysITens st mest. e oars correcTness, z
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rocustness, 3 serformance, and &) vracticality. Correciness refers
2 *he abili%ty T the alzorichm <o detec® 2ll jeadlcocks, and <he apil-
ity <o not detect any false Jdeadloclts. Rchustness refers o <he arili-

ty 0of the algori*hm %o be correct even in *he asresence of anticipate

faults. Chis includes *he ability %c detect deadlocks even when 2

. - : . s s A - ,
3i%e “fails or loses communicationg while *he deadlocik letection algo-
richm iz Teing avecutad. The gerfirmance I *he alzorithm refer: o

= s2verhead - *he delays tetween ieadloek and detection, P <ime
used, number o7 messages required, =tc. Practicality is closely re-

Iated %o cerformance, It refers *o asvects such as complexisy and

Jeveral Adifferent approaches are heing used in current deadlock

detection and resolution algorithms for ii

U)

ributed systems. "wo major
cnes are centralized and distributed deadlock detection 2lgorithms.

1

Within “he istributed 2lass are “wo subclasses; 10 all »r several

tes execute +the deadleck detection algorithm, and 20 only one site

(u

is actually executing, although *he aigorithm i3 resident in all sites
and +hus any si%e could execute “he alzorishm. I4% might he sasier %o
view *he algorithms as 2 continuum:  “ully  centralized{3RA727,
Wierarchical{MEN797, distributed with a single site at 2 “ime execut-
ing the alzorithml/3CL771, 4istriduted with 211 sites involved in a
zessitls  deadlick  axesusing the alzorishm aoneurrently IR, and
distrituted ¥ith ail sites axecuting “he algoris
soncurrently’ 23178,

In +his gaper we investigate *he robustness of several rtublished
ieadlock detection and resclution alzori<hms for distrinvuted systems

The nmotivation Sir ocur weri omes Sroz shree Sact

- v aa DN b s Sema
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& < -2 v - R e 3 p
authers invesz<izated rohustness or relisrilisy oF leadlosic levact
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algorithms. CTecond, reliable i2adlock detection and resolution Zfeor

vecming new iistrituted syssems and aprlications is in sur crinicn an

»e

urzens, very important and =2s jet not satisfactorily resolved treblem.

Third, as there can Ye more than one deadlock heing detected wwv th

(]

ieadlock 1etection algorithm thern it is reasonatla o sxrect sueh

- . . . : . . — . . -
alzorithm <o 2e robust, f.2.. %0 2ontinue sxecuting and detenving 2l
izailcoxs 2ven in *hs vresence 27 Jallurelz' whioh mizhs ~gve in 27~

The peper i3 orzanized as follows. In sessisn two, we discuss
rcbtustness of distrihuted systems. In secticon three, we analyze *h
robustness of several axiszting Zeadlock 1detecticn algorithms wi-h
resgect to some single failures. In 3ection four, we tresent -ur con-

2lasions tased on the analysis of section 2.

ZI. SCME THOUGHEDE CN RCBUSTIESS IIT DISTRIZUTED JYSTTIS.

n <his pager We want %o investigate *the rctustness 7 Zeadloc
jetection algorithms (ZPA), i.e., we wan®t *o Find su% she ‘mpact oF
some single failures -n such algerithms. In zereral, +the DTA
roked bty *wo events - sisther whenever a prccess waiss for a resourcs

“T

nr after a certain vperiod of time has elapsed since %the last DPA inve-

4.3

iy .~ et ce s o .
2a%icn. 1 “he first case, leadlicckt is checled for wrenever 1%tz nos-
3ivilisy agrnears, and in <he zecond 2age 17 iz chanked Tor weriadisel-o

7 i.2., regardless of whesner i%3 zossibili=r exizra .

The DA 2an reside in Sne, 3sveral sr 21l sites °F <he ligtritute

: s - : . . e e .
2d comruting  syssen. e a2 Triggering svens Tir TI4 iaoure, then
. : P - . I .- . R
Jerending -n a rarticliar 2.20rishn cne, 3evaral  r all zimas will
- 2 - - - -~ - - < - S RV, - -
r2ceive Irdnrmaticn Tronmozsreral or o all isaz. Tinn intermaticn e
22353 7 Munc vialitz Sirownom oand vnera”, ant 1 tan 2 sampazanta’d e
-
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arss oFf she wait-for graph, s*rings, or lists of orecesses or transace-
“iang. Tron receipt oFf such informasion one, several or all sites
ttempt S0 reconstruct a global state of “he iistributed system, i.e.,
to generate a ‘rue snapshot of all or of all waiting vrocesses in <he
system.

The generation 2F such 2 *rie znagshor in she distrituted systan
1z difficils becauze of lack of 2lobal memory and <he message islays
wnich are nct neglitibls and zan vary considerably. The generation oFf
such a %rie snapshot, usually referred to a3 a global wais~for zraph,
becomes even more 1ifficult when we consider a vossibility of failures
in +he 4istrituted system. Zome system nechanisms have heen lesigned
+o be rchust or reliable. TFor example, some concurrency control or
synchronizasion mechanisms for dis*ributed databases and +ransaction
nrocessing systems are hased on “wo vhase locking, which has heen made
robust by incorvorating atomicity bty using two phase commit vrotocols.
The %wo rhase commit protocol supports not only the atomicity of 4ran-
sactions bdut 2iso it supports the rohustness of locking, i.e., the
robustness of concurrency control mechanisms. In particular what
makes the concurrency control which uses locking robust is “he need <o
loek and unlock resources in a2 robust way, i.e., either all
lock/unlock overations for a given »rocess or transacticn sccur or
none SCtur. ~hus in some sense, the robusitness ~f concurrency ontrol
i3 meant <o support “he atomicivy of vlacing and relessing a set 2
1locks needed » a vrocess. 1n other words, +%the robustness »f -on-
surrency 2ontr-l means that no dangling locks or locked rescurces are

Zaf% hehind she terminated or committed uprocess, even in *the rtresence

(o)

< 3ome failures. Z% is interesting “o note <hat ai<hough ieadlzoek

letecsicn 1z 2 zar*t 52 conecurrency zontrol haged on lockiang, there has

A s 2




-

RN v - - C} - - ] 3 b
zeen no  attempt 4o sroviie Jor or asven to investigate the robtustrness

"3

2% letecti~n mechanisms. The most lizely explanation Ior
<his I3 <hat Jrom the 2oneurrency control neint oF vrisw, She inavili-oy
0T the orocess to lock a needed resource is an exception to he handled

Sy Y

o7 ancther mechanism, i.e., 2 deadlock detection alzerithm "ZTA .

“he wrever way %0 see the JTA i3 a3 another “ranszactisn maanins
unisr <he  coneurresncy control mechaniam, ag It regisz and shares oo
sarlas with sonourrency 20nwrollsrs and osher “ranssc~iznz. Iowever,
20A 13 2 szrecizl <ransac~isn which overates on 3recial iasa 1T »reatas

solely for leadlock detection, e.g., wait-for araphs. Iuch data,
we'll 2313 it deadleck data, is internal %o =ach iavecatisn oF DA
transacticn and 13 erased after i1ts executicn. Meregver, uch
Jeadlzock data  is not shared ty any other TDA& “ransac<ion invocatiors

and <hereafcre <hey need ao%t be locked. This means <hast she robustness
required T TPA transactiorns I1s of a somewhat diffsrent zind than *the
rooustness 5f transactions operating on shared iatarase datz. Thus It
makes sense that the ZDA wransaction Joces not need <o uise “we Thase

1

cormi®t <o assure its robustness. The question then iz what xirl

o)
',

robustness or fault-tolerance we need for DLA “ransacticns and $hiz is
orecizely *he orchlem we are addressing in “nis raper.

We <consider the following informal medel o>f DA <ransacti-n eve-
zusizi.. The D0A is inveked Yy 2 2oncurrency onirallar 2t 2 3iTe a2t
wnizn 2 daftapase <ransacticn  can n0T Acquire Locss vnlza are teing
neii =y another “ransacticn’si. The DTA “ransaction axecuses a%  ore,

- 517 $ T ia 4 = PP}
severa., I ALl Eglues ~:f—:;end‘ng an She Z7A 1+sell

- - - g 3 . 4 g O 2
sopelozy’. Turing (143 execusion <he DDA sranzaction

-'a ,_--...,. a4l e—e hobealohel-Jenvict <+ A - 3 dmta - AnmmaAsT e A T Taaa
oz TImilTw CURTT e LeZey LT 2LTNST 2X2QWT2E 2CTTeCtLT I LToizas
e sepm v s a7 Tha rzxlt3 27 TLA SranIao-ism zxzou=icn P, -
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messages 0 the concurrency controller which has “rizgered I<:

2roceed - “ecause 3 2! no 1eadlcck

¢ Aeadlock detancted ™uT ancther
transaction vas selected as
a victim for back-up

2. Abert - tecause of 2; Jeadlock de%ectad and vou are

P
S8 VLCTUL0.

Nl . U
% TDA *ransaction failed, i.2.,
it 4id no% exscute.

- PRPEEA

-, PN 2 - - K 3 3 el 2 . -

n2 3ituaticn we investizate in *his rtarver Is when ZC4  Transse-
- P = hi a4 3 p - ¥ P 3 ne-d T
sionz f2il or znculd not fail, i.e., now rotust she axisting ZDA's are

e T A - e g - ;5 Sy A hl o T
3¢ ozneuliid e, In Shis rvager we consider only *wo olasses P 3ingla

Zailures. Dirst, we investigate *he Impact of lost messages and

3ecernd, we investizate the impact of one 3i%e failures, osr idenzically

one site rartitions on DDA behavicr. We investigate +he impact 27 Lost

messages tecause not all dis

Jdelivery of  omessages, sSeveral a2igorithms  %reat messagzes
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scurces({ 32777, and in some aprlications, aciciowledgements sannct te

ITZ. RELIABILITY ANALYSIS OF DEADLCCK DETECTICN ALGCRITEME

n this section, we exanmine Jour ~ublishred deadlsck ietecticn

alzorithms Zor distributed computing systems with respect <o “he nres-

ce 02 %he “wo 2lasses 2F failures I1cos% nessaces and 3ite failures?

: Py 3 2 2 T - - Dore A ¥ 2 See
zcussed in section <wwo. Al=hougn very Tsw D <hen nave already za2en

3ncwn S0 Te  correct when no failures Ir o2rrors accur, we Sael <hat

N . . e s .
vade 7y 2acn aushor will te discus

-

2ir rctuastness is nevertheless wersih analyzing. The assumpticns

ed in =ne 2on=exs of ow rohust the

n

T el ety Ttey a0 T e \ T e vy fat ~am SaT T Al
ALTCILTIN LB 4@ WLl AnAlTIe 2ACH LA T7 SXecuTing T In Tl Tolll-
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rasource and 3 singls <ransaction. (These res*rictions merely make <he

< < b - s - . 3 v 3 & - b
sxaapls aimpler, =hey are net required for the 2nalysis.: The inisial
- -~ 2 ~inAr N o8 4 -~ EN ~ £ RN ]
aysTem  atatus 13 3aown in Jigure '. Tranzaction 71 oas 3ite 4 tolis

rescurzes 2 and 3% and is waiting for resource 24. Transactisns 12
and 7% 20ld nc rescurces. Transaction T4 at 3i<e T nclids rescurce 74,

A e

ut ig active. ‘e assume =has “he leadlocis detec<icon activiwy result-

E = A leimy taw T apa A -t av s -n 2 . [
nz T VILTING T e N33 neen TmTleten, IC Trere 1x o irrent.y

1

7o ieadlock desecwicn ac%ivicy in She  zystem. or <he 2lzcritnms
which require 2lstal  <inmestamps, wWe 2ssign Yimestamp (TS 1 4o <he
T1¢—=FZ2 assignment, *2 %0 *the T4K—R4 assignment, “* o the 2M<(—FZF

azeimment, and %4 to *he I1—>P4 request. low 2t some “ime <6, “ran-

zacticon T4 requests 27, resulting in a3 global deadlock T1—=>T4—DT1.

Jite A Site 2 Site C Jite D
ma no "13 ~A

.3
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In “he 2ase of a site failure, we distinsuish “he fsllowing cases. 2’
A zi<e r2an nave 2 Sransaction involved in a2 deadlcek Hut net e in-
in iz24lcair iztezntiin, B 2 3ite can have 2 Sransasction In-
rolved  in a2 deadlccks and e involved in desection, 2 2 site can nave
q rescurze invelved in a feadleck and no* bhe involved in letection,
2 zite 2an nave 3z rescuree involved in a deadlock and te involved in 2

r 2 q 3i<2 2an re involved in Jeadliocck detection Tu%t in

i

2o

e e e e et e :
e yay invelved in a ieadloci. Lot all f shece Tossitilitiag exizt
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In TXT77Y, 3cldman presents Two  ieadlack  detecsion  alze-
rithms. -nly +she distributed versicn will »e considered in <his va-
A Process Management Module (PMM) at each site handles resource

allsecation and ieadlock ietection. An 'ordered blocked rrocess list!

CBPL} i3 2 list of process names, sach of wh is waiting for =zccess
=2 2 rescurce 233igned o the rsreceeding nrocess in she LisT. The
1asT process In the 1ist is elither waliting Jor access o The rescurse

named, or 1% has access 0 that resource. an JEPL is created s2ch
time a PMM wants to see 1f a blocked process is involved in a
deadlock. In <he distributed algorithm, an CBEPL is passed from a MM
<o ancther MM which has information either about 2 resource or 2
“<ransaction in the TBPL which is needed %0 2xyand the CBPL. Zach WM
adds the information 1% mows, and =ither detects a deadloclk, detects
a non-deadlociced 3*a*e, or passes “he TIZPL S0 another M for Surther
axzansion. The <erams vrocess and Sransaction will te used syncnymcus-
1y in the analysis of shis DDA. If several transactions are waitin
on che “ransac%ticn, multirle 2opies may be made of the CEPL and 3ens

<o

(U]

each 3ite nhaving sne of “hose waiting sransactions. DProcesses 2an
e in either °f 2 states, active or blocked {waiting). A blocked zro

2egs could te waiting for a database object, message text Srom another

- > 3. 12 s
Trocess IroTegsagze TexT Itom 2n Tlerallr. - Trooess 1s active P
13 now nloreaed n =he 2lzorisim, OV oané T a *omrar rariable
3 OO0 TACCAL23%. <2 Tne a.aForitrn, JLoand sl are lemrerary Lagies

representing 2 Trecess or resourse.  The 372ns o she alzerithm are:

-

4 Jae T - weln wn . qn--w 4 4 - wasAy < -i S -

. Jes =l <0 she value 2on%airned in she rescurce ldenvifinatiom
“ertis S ehg ~TDT D TP mpnmaoane S ama” -
TCTRLIN 2T Une Joil.e LI S TEUISSSNTE 2 JIcf2L Tesgurte, ¢
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- q - 2
PO ~nerwWize, © <o 3.
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=z Y ; b oY - ] N “nTT
3. et PA be rreeess controliing FM. IZ 2X i3 already in IREL,
-} 2 A 3 3 - 4~ []
“hen there 13 2 deadlock. II& not, ¢ o 2.
- ™ - = —~-", 3
4o 12 X is loec2l o current DM, 0 O 2, cTnerwise o o 7.
= e o c c N ~ ~np .
s If 2X is active, there is no ieadlock. Ziscard ZEFL and
; - ; p
nalt. Ctherwise 20 %o ¢.
-~ - v . A 3 a
=. Add ZX S0 TEPL and 2o to 'C.
T.oA3d A 7 =5 TBPL, Send JEPL t¢ MM in site in whish TX
res alit.
2. Verify <hnat lasT vreeess in JEPL =zwill nas accgess <o FX. 1T
3 2 33 1 34 = edala e - e
necs, <here 15 no deadlock, sc iiscari 271 ang hels., I7 zo,

3. IZ lass oreceess in CBPL i3 2ctive, shers is no deadlceck, 30

AZzeard CBPL and hal%. Ctherwise zo <o 0.

‘C.  Clall resource for which last process is waitine X, If RY is
Zocal, zo tc 2. CZtherwise z0 o **.

1", 2lace A in 7TBPL and send TEPL 4o PV oF 3i%e in whisn
resides. Halt.

Tigure 2 shows *srne acsions “taxtsn a2t sach 3ite during she

2xeoution £ she DA Tollcwing the reguest ©y 24 for resourze 2%. The

numters refer <%0 the csurrent s%tep being sxecuted h»y *he ZDA. As »an

e 3een, the algerishm correctly detected <ne rssulting deadlack, in
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an 2nvironment of no faults. I, however, a2 message i
axamnle, either the TEPL sent from site 7 <0 4, 2r *he Z2PL zent fronm
A 5S¢ ', <he necessary informaticn %o iesact she deadlock will e

- ', " LIRS BN T il s " £ - - 2 = .
2237, and She algerithm will Jail to istect an 2xiszting 422dlocx.
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:r°ate C3DPL with
T4, Zet 2 = 3
. ™ :ontrel: 3z,
™ not in CBPL.
71 not local
Add 71 and 2 o
Z2PL and send

A\]

e R

%o site A.
1. Sev X = =3,
2, 11 ngs access %0 &3.
3. 7Y waiting.
). Set F{ = 24,
1. Add R4 to 23PL,
send <o site D.
1. Set XX=R4.
2. 71 waiting for
R4.
3- Set P. =T4- T4’
already in CEPL,
deadlock detected.
Pigure 2

Soldman's algorithm allows the Zollowing types of sites iis-
cussed previously: type b (a site can have a “ransection involved in
deadlccik and <he site is involved in ietecticn), *yre 1 ‘2 3ize can
nave g resource nheld by 2 ‘ransaction involved in deadlock and “he
sise Wwill Y%e involved in deadlock detection), and type = ‘a site 2an
have 2 resource held by a transaction involved in a deadlock and not
ve involved in deadlock detection). A site could also be in several
of she categories above, depending on “he complexity of the system
3tate. Ior 2xanple, site D o2ould he considered a fype b or tyve 4

/- [y -

zite., IZa 3ite o7 5yre b (3ites A or T in yur example) fails turing
executicn 37 <he 2CA, *the behavior could be iifferen® depending In *“he
time 0f %he failure. I the failure occured at site A before site
sent <*he EPL <0 31i%te A, site T would realize that site A nad feiled.
The algerithm Includes no preocedure Sor this  occcurence, 30 the
Tenavior woull te isrendent on <the underlying system. 1f “he Jailure

~mnT

. .. ) o s .
i% raceived <he ZPL., 21l leadloct letec<ion




acsivity will ~ea2se, because only site A was currently involved in
ieadlock detection. A systenm %imeou*t mechanism would sventhially aber+

1 7. ;4 EXENE R
21.74re 4%t lTe . wWoull

iy

<22 =wransacsions inveived in she deadlcock. A

nave “he same effect as at site A.

If a site of wype 2 ‘site O in our 2xample; failed, the <ize

‘u.

32 sne “zilure would agzain determine the Zenhavizr 57 =he JDA. 75 she

Tailure socured zefsre ziss T ozent tne [ZPL o 3ites 4, deadlsoi avsa-

“3am anrivier wonlld tsg3e wishous feadlack raving heen iaTan+as -

D100 ACTIVITY WOULI 2223 Wi UNO0UT Je’adllCK nzving feen eTecTII. i
- . . . e R s .

sne CBPL nad teen sent, aowever, leadlock detection woulil ontinue a*

3i%es A and D (sequentially) with site D detecting a Zdeadlock. The
failure of site £ would not have been critical af“er +he ’3PL nad neen
sent. The effect of a “ype ¢ site {site 2 in ocur examovle’ failing
would have no effect on <he behavior of *he ILA, because “he Tact *hat
32 is neld by 71 is not used or ¥nown by <he OLA 2t any zi%s.

There are =assentially <Swo “ypes 52 [ZFL's creasted hw snisz
DDA. The first %yze, call it W, is when 2 vrocess is waisting, out i3
not invelved in a deadlock. This CBPL is subsequensly discarded. The
second “ype, call it D, is one which will eventually show 2 deadl:cei
cycle. If there are n “ransactions involved in 2 leadlock coyele, 4his
DDA will create Srom 1 o n type D CBPL's. I cur example, only cne
wWas created. I the request by 71 for resource 34 hapened simultane-
cusly with “he request bty 74 for rescurce 3%, =we CJEPL's would have
teen 2reated wnich would nave resulied in ~wo 3ites inderenden=lr
detecting “he same deadlock, vice the one si%e in our example. Thus
<he rotustness of 4his algorithm with resrect *o 2 single 3ite failure
i3 related %5 the ratio of the number of 2 <ype TZPL's created %o <he
wamher of <ransacsicng involved in the leadizck. This ratiz iz nower-
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2r isvsrzined 3y <he sequencing or %iming of -ransacsicns  messages
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nlocked resources. Such seguencing s »f randem nature. A ratio 271
wculd Trovide the aighest degree <F robtustness. " When only 2 3inglia
22PL i3 2reated, *“he rcbustness 2f <he DA is very similar %o “hat of
2 centralized DDA; 2 3ingle site failure ~an stop deadlock detecticn
ac*tivisy. e zonclude +hat she rocbustness of this ZDA 2an he analrzed

mat 1% 2an not he rtredisted.

T, T TRIASOTOMNIMT S TIARTEUeTm - osgyemss
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- Torrmmrmy 7 n 3 T, - -~ 3 mdamd Ty
In XA, MYenasce 2rd ‘ntz ctresented a2 diztrituted

deadlock detection algorithm. 3ligor and Jhattuck [3LIZC] vresented a
counter example which shcwed =he algorisnm %o be incorreet in that it
failed in scme cases <o detect 2 iszadlock. They 2lso oronosed a
modification 4o <“he 2lgorithm which <hey thought would make i<
sorrect, bus <“hey <elt <4re alzorishm was imopractical. In [7Sa827,
Tsai and 3elford shew *that the alzorithm as modified by Sliger and
Shattuck Is also inccrrect. levertheless, we will investizate the
anranced algorithm 'I.e., 1%s modifisd version as suggested by ilizer
anéd Sha*ttuck) in <he vpresence of =arrors.

The algorithm z2onstructs 2 Transaction-waits-ror ‘TWE' zraph
a% originating sites °f <transactions which are petentially invelved in
+he deadlock heing detec*ted, and at sites 2% which zome “ransacticn
2ould not acguire a2 resource. Xodes in “the WF grarhs reoresen’ “ran-
3actions. an 2dge (71,730 indicates that sransaction Ti is ;alsing
Zor  4ransection 2. A non-blocked “ransacticn is a2 “ransacticn that
i3 not waiting and is represented in <he TWF graph by 2 node wich no
outgoing arcs. & Zlocked transaction is waiting for zome %ransacticn

%0 finish. A 'Zlocking set' is Jdefined as 4he set oF all nwon-nlocked

‘ransactions  whizh 2an ke reached Ty Jollowing 2 iirecwad rati in the
TT zragh mar<ing a2t the necde assceiataed wish  <rensacsion TUITETO
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A~ rair (2,7 i1z a 'blocking pair' of T if 7' is in the hlocking zet
o™ he) 4 A" A 3 - - T B EF :
32 T. A 'Pemerntial Zleciing set! consists 0F ol walfing “ransacti

. a - T b . P . N o P
<hat can %e reacned Trom T _3LISCI. Soriz(7' means the ite °f orizin

of transaction T. 3k is *he 3ite currently sxecuting *he aigorithm.

The mulss whizsn iefine <he snhanced algori‘nm, as sxecuted az si=e Ti,
are:
Sula Jr men 2 transaction TorenuesTs 2 ncnlseal rescoures LT oLz
mariksd 'waitiasz!
le 1 The rescurce R 2% 3ite Ik annot e allceated o Tran-
sactizn T because it iz hell ny 71, ... Txe A4 an arc o
T %0 230k of *he *ransactions 7', ..., Tx. IZ£ there i3 <han 2
cycle formed in the TWF grapn, deadlock has ™een deszcted.
Stherwisze, <Zor 2ach ‘ransaction T' in hlccking zet ' 7Y, z2nd
the b‘oe&;ng nair ‘7,7 %o \or*g(T‘ i2 Sorig T == Tw o oand
5 orig(T' i JoriziT'" =.= JX. Torm a 1iz% o vemenvial

ol
ulvck-“g vairs associated wish

. Add an are from
2 iz forrmed, then
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“ransacTnichn i 12 bloczl
rair 7,7 o ZerigIM if Zeoriz Tt =r= I

Fula 2.2: 127 iz waiting and Sorizf T = Xk, <hen Jor 2ach nc-
“entizl nlocking nair T",TY send <he blccklna gair MM,
<o 3ZorigiT": i Zorig'T") =/= ¥x. Then, liscard *he onten-
izl vloexing nairs (I",7) and srase the 'walting' mari 37
i

igure 2 3nows “he actions <saxken as 2ach 3ite during *re axecu-

sioen 2f *ha DDA following she request by T4 for resourze . As tan

. . v a s s . . . N
c2 zeen, <he ieadlick wasg 2orrecsly letactsd v 3ise 4, in atsence 2T
S, > B - It S 0 - 3 ~ L.

failures. 12 <he rsouest message 14,330 Jrom 3ite O 50 3ite T owas

. i s . o - o s .
.2s*%, acwever, ieadlocy lst2ction actividty sould sease. 1€ the tlocik-

irg zair 24,7 Joomozite Doz o2ite T oves loes, sits A owendd 3will
detee <ne landlialig, 1D, mowaver, the tlsckin
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Jite a Jive T Site D
) S R 73 74
74 reauests R3!
J. T4 marked waiting
(74,R3 received;
1.
T4 —=> T
Blocking zet(T) =
{21}
Send 774,710 40 2
and A.
Jotential lccking
‘ _ rairs = nil.
.24,71 ) received. 74,717 received.

™ —> T I S
|
Ceadlcck Detected.

-

Figure 3.

This algorithm allows sites of tyres b, 2, 4 and e, although
our example does not include a site of type e. If a type b site (one
naving 2 Sransaction involved in *the deadlock and the 3i*e is also

\

involved in detection; failed, in our example site A {or site 2%, <+he

veravior of <*the algorithm s dependent on *the time of failure. 1%
site A failed “efore receiving the tlocking pair {74,™), site T would
recognize the failure, but its actisn is not specified in *he miles of
“he CCA. Zite D would not detect the deadlock for the same reson as
if +he tessage “from site T %o site A was lost. IZ, however, the
failure sccured afer site A recelved -ne ‘tlocking reir, ieadlock
detection activity would continue ‘2t 3ite ) tut deadlock would not

be detected. A failure of site 2, also 2 “ype o site, 2t any *ime,

would nave no effect on detecting “he ieadlsck in this example. If a

()Y}

“yre ¢ 3ize failed {site 3}, i* would nave no 2Pfect on detecting <he
leadlock. If a “yve 1 3ite 'site 2 failad, she 4<ime >f i%s failure

would letermine <he btehavior of she DA, 12 i5 failsd tefire zendinz
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O
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“he <tlociking rair 5o sites A and T, deadlock detection activity would
rease. .2 i% failad after sending “hose messages, it wowld have no
2f%2c% on letending she 2sadlock.

Tor our sxample, this algorithm behaved surprizingly simi-
larly %o 3oliman's algorithm in almost 211 <Yypes and Simings of
“ailures. This may just be an ancmaly found in small deadlock cyeles,
becauge in longer and more complex scerarics, it would arpear <hat
nere 3ises would e invelved in dewecticn, and that there would te
scme  iuplication of information. As “he number of transactions ’and
resources) involved in a deadlock cycle increases, more blocking vairs
anrd pctential “locking pairs will be sent to more sites, i.e., the
number of sites detecting the deadlock is increasing with the number
of +ransac*tions involved in the deadlock and w#with the deadlock tovolo-
z7 or complaxity'. Thus ‘here will be more chance of 2 deadlock
teing detacted, as more parallel detection activity will Te in cro-
zregs. 1% aprears, *hen, that as *the site and complexity of ileadlock
ircreases, <vhe rchustness of this algorithm increases. Ilowever, as
rcinzed out vy Flisor and Shattuck, “he offect which Jliger and that-
—uck pvoint out of rule 2.2 discarding information oo sarly may nave
z¢cme impact cn “he increased robustness.

7. CREERMARCK'S DISTRIBUTED TEADLOCY DETECTICN ALGCRITHM.

In 7CEER07, Chermarck presents 2 distrituted deadlock Jetec-
<in alzorithm. 4 zentralized alzorithm f{s presented bty Cbermarck and
Seeri in [ 2EER1°, tut i% is not discussed here vecause no mentiocn is
made in *hat opaper about 2 hackur capability if ‘he 3i%e containing

~he centraiized deadlock detector Zfails, Jtermarcik's distrihuted

. - e K3 > /-v“ A .
Al 2erivam 2onatricss a Sransacticon—wmits~for TWF' zrarh at 2ach site.
- % ~d e e 3 1. N -} 3 -~ A- ~T . 3
Tach  Iite 2onducss  isadlcck dstection  3zimultanecusly,  wassing
- ¥l
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information %0 one other site. Zeadlock letection activity at 2 3it

may vecome Temporarily inactive antil receint of new informacion from
another site. Ctermarck s*tates <hat In actual practice, symehroniza-
tion {not necessarily precise) between sites would be roughly con-
<rolled ¥ an agreed-upon interval netween deadlock detection itera-

tions, and Yy timestamps on transmitted messages. Ycdes in <he zrarn

. N -~ - AN - < < -
represent  transacticns, and 2dzes rerrasent 2 trangectiin-vzitz-icr-

“ransaction TWET) situaticn. A 'Ttring' iz a3 list of TVET infirmae-
“ion whizh is sent Zrom one site to cne or meore sives. i Sransaction

nay migrate from site to site, in which case an 'agent' revresents the
transaction at +*he new site(s). A communication link is 2l3n es*a-
blished tetween agents of a ‘ransaction. These commnication links
are represented by 2 node called 'Ixternal.’' An agent which is exgpect-
ed to send 2 message is shown in the WF agraph by ZX~=>T, while 2an
agent waiting %o rsceive 1is showm by 7—>ZX. Although Crermarck's
algorithm includes the resolution of iJeadlocks, only +he Zetection
part will bve considered in this paper. Transaction IZ's are network
unique names for sransactions, and are lexically ordered. /For 2xarm-
ple, M < T2 < T3). The steps performed at each site are:

1. 3Build 2 TWF graph using transaction to +4ransaction wait-for
relationships.

2. Cttain and add %o +the existing TWF graph any 's*rings'
wransmitted from Sther zites.

9. Jor =2ach ‘ransection ilien%ified ina 3
in the TWF i none axists in <his site.

b. Tor each transacticn in the string, starting with *h
firgt {which is always 'external'', create an 2dge <> “h
node representing the next *“ransac*ion in the string.

2
2

3. Zlreate wait-for 2dges frcam 'sxternal' to cach node rerrasgent-
ing 2 “ransacticn's azent which Is axpvec<ed s 2204 n 2

sormunication link.

4. lreave 2 VI 2dze Ircm 2ach ncde revresenting 1 <ransac~isn'sz

i
i
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rithm

may no

2an

longer be valid when it is used.

P

agent vwhich is waiting to receive from a comminication link,
tc 'axternal.'

Ana’yze *he zrapn for cycles.

Af%er resolving all cycles not involving 'sxternal', if <he
transaction ID of the node for which 'axternal' waits is
Zreater %than the Transaction ID of +the node waiting Zfor
'axternal', then
2. Transform the cycle in%o a string which starts with
'axternal', Iollowed Yy each <ransaction ID in <he zvels,
erding with “he ftransaction ID of <+he nods waiting Ior
'axternal’.

. Zend *he 3tring to each site for whizh <he <“ransac*ion

“erminating the 3tring is waiting %o receive.

In his vroof of correctness, Thermarck shows how <*he algo-
detect false deadlocks because 2 string received at 2 site

He discusses two methods of

handling false deadlocks; treat them as actual deadlocks(if %hey Zon's

occur <00 often), or verify them by sending them around

*he newwork

and nave sach site verify them.

A
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Tigure 4 3hows a global nicture of the system, including <h

; ormunication links 2stablished between agents, for <he ini<ial »onii=-
; “iomsg =f sur 2xemple. The agents of 71 a2t zites I and nave
rage 'Q
4.
i
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verformed work ,used 22 and F3', and are waiting for the next request
from ™ at site A. T1 at site A is waiting for iis agent at site I,
wnich i3  in resource-wait “or T4. Tigure 5 shows the actions of Shis
algorithm in an environment of no errors. As can be seen, 1% success-
fully detec*ts the deadlock.

Site A Site 2 Jite C 3ite D
An agent of
T4 is formed
1,3,4: each zi“e starts deadlock detection and builds WP graph.
™M—=>X ™M —>EX T —>EX——=>T4 N> —>T4
I | 1 I I
i ' 3
5: 1list elementary cycles
MedE—T1 E=>T4->T1=>EX > =>T4=>EY
6: form string
"T,T4,7)
Send to A.
2t I—T4<—+
My K

7

Torm string
(ZX,74,71)
Send %o O.

O
.

J"

'
\
Wam>Ttem>T4
'
i

S: Deadlock detacted

Figure 5

‘bermarck assumes that messages sent are received. This s
esgentizl %o *he 2orrectness of this ZDA, because 1% is 2asy %o 3see
what hacrpens i€ a message is lost. If she string [=,74,T1% Srom oz

%o 4, or from A %o D were lost, leadlock detection activity weuld
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2ease without detecting <he leadlocx. The use of

)
nTS ¢ rerresent

- ; it s {epead e -
ransactions which nave nizratad o sther s

(24

PR oS N NS
w Shlz S0 nave

team T
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nodes of *yres a or &, i we szubstitute '2gents' Jor 'sransactions' in
our definitions at the teginning >f <this section. 3ite 2 would ke 2n
avample oF 2 type 2 3ite, whils the other three 3ites weould =211 he
3¢T on =ne Zenavicr oF

- Pres—

A Tailare in 3ite I owold nave ac o3

22 Z2A. A Zaiiure at zises a, 3 or O would 2ither nave no 2Ifect, an

‘mdetermined offsct, <r c2use deadlock detecrticn activity %0 cease,

devending on <he time of the Failure. TIor example, i site T Failed
celore sending <the string 7,272,711, %o site A, deacdlcck detection
activity wouli cease. IZ 3ite A (or D) failed before the string
"ZX,74,71) was sent %o them, *he transmitting site would recognize the
Tailure, ut i%s 2ction in tha* sventuality is not includeéd in <ne
stapvs of the DDA, If site J failad after sending the string, she
letecticon activity would continue, and the deadleck would he Jetec=ed.

“his DA appears “o be votentiallv more rchust than “he ore-

Tious  two. Zach site contains and rekains more information in its

oF

zrach, and 21l sites s3tart detection activity simdtaneously, and
natensially stay  invelved Zor the entire detection rrocess. The use
22 *he lsxical ordering 2 ncdes was for ortimization of the number oF
nesgagss  TransvicTted I =hiz 2tnewraint were lifted, <he 3vrinss
weuli Te sent To 21l szi<as involved from all zites in which 2 ayels
exizted. In our example, this wouli zave 21lowed 3ites A and D %2

simuli%aneously iesect ieadicck. The ZDA would be :learly mere rotuss,

<

du \ . “3 hal 2 b= 4 a = din - L]
23T the overnead wouli Te greater. In itz 2xisting Sorm, shis TLA's
TrtusTress 1z 3imiiar o the srevious algerithms tecaus? 1Y is  2ssen=

— ® - " <4 = - 3 -~y - M
iallt zeTuensially dzvsrting ~he i2adlzck.
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2. TEE ALGCRITHM CF ISAI ATD 2ZLECRD.

In [7SA827, Tsai and 2elford vresent a distribtuted deadlock
detection algorithm. They utilize a "Reduced Transaction-resource"
(RTR) graph, which contains only a2 subset of the “ransacticn resource
gragh, dut aas all relevent TWF edges. llodes in the TR araph can e
*ransactions or resources. The algorithm ises a concept the authors

information tassed

2211 a "reacning zair", which iz the vasic unit of
Srom site %o site. I a path 7i73i...Tn can ve Sormed by following TWT
2dges, and if there is a request edge {Tn,Am), then i ‘'reaches" Fm,
and {(7i,Rm) 1is 2 "reaching pair." Five “ypes of messages are sent
retween sites: reaching messages, nonlocal request messages, 2lloca-
tion messages, release-request messages, and releasing messages. The
nen-local request messages include a list of all resources currently
neld by the requesting transaction. Five iifferent types of edzes =2re
iistinquished in ‘the RTR graph: recuesting edges, 2llocation adges,
TWE edges, resource resaching edges and “ransaction reaching edges. 2
global timestamp is also used to estatlish an ordering of svenis.
This timestamp is used on allocation, request and reaching messages,

and on allocation and reaching edges in She RTR graph. The notation

used in the algorithm is:

TS(M): timestamp of a message

78(C): current system time

TS/AY:  timestamp >f an allocation 2dge
73(R):  timestamp of 2 reaching adge

: not squal o
Sorig: 3ite of origin

™e sters of the alzorithm ‘as executed at site k) are:

Step 1: {4 <ransacticn T enters <he system reguesting a nonlocal
resource 3} Add request sdge ‘7,3 S0 2R zraph. Jend ~e-
ilest message [T,x',2,7S0 so leriz 3, where I' is she set
3T all resources allocated 5o 7, and T3 = TS/TV. 3 nas
2ach TS(4) atacned, and ' i3 ampey S T neliz owc

[P
FRITAT222.
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-3ted 1a: {A “ransaction T releases a nonlocal resource 3! Zrase edze
{2, in *he TR zraril. Send a relsase~request message'R,7)
to Serig(R'.

{A %ransaction T snters system reguesting local rescurce
0 to step 4.

44
ot
@

3
fo
.o
)

‘4 <ransaction T relesases a local resource 2} Zrase edge’3,T"
in TR grapn. IZ there is any transaction T' waiting for 2,
“hen “egin

Ad1 alloccation edge {R,7') %0 XTR araph with TS/AD

(]
ot
[11]
e}

n
8

7S(2'. Tend allocaticn message (2,7,7S) with T
TS %o Jorig T i Zerizil') =/= . end.
Ztep %: |A request message (7,R',R,IS} is received! Add allocation

\
o
2dges Ri,T) for sach Ri in R' *o RTR grarh. Go %o 3tev l.

Step 3a: {A release-request message (R,7) is received} Zrase alloca-
tion ed (R,T) in RTR graph. Send releasing message /2,7°
%o Sorig(7). If there is any %ransaction 7' waiting for R,
then begin
Add allocation edge (R,T') %0 RTR grapn with T7S(A' =
7S(C). Send allocation message (B,7',7S) to ‘or*g(""
if Sorig(T') =/= Sk. end.

Step 4: If R is not held by any transaction, *hen begin

Add allocation edge (R,T) with 7S(A)}=TS(C) <c R

graph. If Sorig(T) =/= Sk, *hen send an allcavion mes-

3age (R,-,-S\ “ith "°(M\-TC(C) o Soriz(T). 2nd.

else begin

Add reauest¢ng 2dge {7,R) TR graph. Suppose R is

Held by sransaction 7'. Add edge {™,7') to ’RTR gragh.
£ %here 1s a cycle, deadlock has been detected, else

go to step 5. end.

Step 5: {reaching message generation step}{ If there are *“wo =2dges
'?,R) and {7,7'} added ‘o the gragh, and if 27'...7" is any
vath obtained by following the TWF and transaction reaching
edges, +then 3et X =R" if 7" has outgoing edge %o 2", eolse
set { = R. TFor all transaction T7i in RTR graph reaching I
via 7, do begin

I£f 7i hnolds any resource R' with SoriglT™i;  =/=
Seriz(X'' and 3Sorig(R'’ =/= Tk, then szend a reaching
zessage (Ti,X0,TS) to Jorig(R''. If Zorig(lid == X
and 7¢ =/= 7, then send 2 reacning message Zi,I,IS\ kel
Sorig(Ti). If Jorig(Ti) =/= Sk and 7 =T and I = 3"
then send 2 reaching message '71i,%,7S" %o ‘OPIR‘"‘\
The 7T in %he reacning zessage is set <o TS(C) if <ria-
Zered by 2 local request, and set to TS{M) 5?2 *he nern-
local request or reaching message otherwise.

‘An 2llocation messaze [?,7,29) i3 received! If 2 i3 an enwrv
in “he grarh, ‘hen Tegin ,
Irase allscation edze "3,7'' and all resching edges

e ]
[9 29
..

e
e

ZT".°‘ with 79030 ¢ 2§01 and she ~or*es*ond:n =7
adge ‘7,7 and “ransactisn ceasning adges MDY, iF




'

~hey 2xist, where 7' =/= T. C(Change requesting 2dge
{?,R) %o allocation edge ‘R,T) with TS(A) = TS() if

[7,R) exists, and For each resource reachinz adze
‘T",R), =2dd <the <‘ransaction reacning edge [T",7). IZ

Sorig(7) = gk, wake up %ransaction T. end.

Step 6a: {A releasing message (R,T) is received} If Sorig(T) = Sk,
wake up “ransaction T.

{A reaching mess (T,R,7S) is received} I *there 2xists an
allocation edge (R,T') in *he graph with 7S(M) < 7TS(A) and
Tt =/= T, =hen skip this step, 2lse tegin
Add resource reaching =dge (7,3 %o “he TR grapa. IF
2 is held by transaction I', <hen add <he “ransaction
reaching edge (T,7') %o the graph. IZ there is 2 cvels
in +he gravh, there is deadlock ‘20 “0 step 3, other-
wise 20 *o step 5. end.

[¢7]
ot
]
el
-
.

Step 2: {a deadlock has been detected} Take appropriate action.

Figure 5 shows the starting WF graphs and the actions of the
DDA resulting from the request by transaction T4 for resource R3. An
important item to note is that as socon the request is made, step |
adds sufficient information to the WF graph to detect a2 deadlock, but
does not check for deadlock, so the request is sent %o site T and *he
algorithm continues. The obviocus thing +o do would be to 2add a check
for a deadlock cycle in step one, but on closer analysis, <+his check
may lead to detection of false deadlocks (if, for example, T had just
released R3 but the message nad not yet bteen received Yy site D.)
Therefore the algorithm in i%3 present form will he analyzed. The
only message sent by <his algorithm in “his examrle s the requess

message {74,{24!,7%,25). I it was los%, “he current algerithm would

cease detection activity without detecting 4deadlock. In *his in=-
3tance, if +he algorithm checked for deadlock in 3ten 1, i% would have

“een ietected with no messages required.




For this DDA, sites can be oF “yre b, 1 or 2.

1

t— 3

74 requests %)
1: add (74,R3)

zend 74,174,774

ez Tl
t
b ——R3
3: add (R4,24;
4: add (T4,R3)
add (74,71
CZADLCCK DETECTED
™M (—=R3<—~+
! B
t !
A d>R4SDTL
Pigure 6
Jites A and 2

es 3 and C are tyre 1. This sxample has no Syve 2

3ites, but step

f *he algorithm could send reaching messages <0

3ites not involved at all. Those sites would 2xecute a ster or <wo 2f

tuT 1ot be intimately involved in <he actual deadlock

letec%ion. 3 exampls, a failure oF 3i%es A or 2 ‘%yres T and

» e

respectively) would nave no effect on the 4detection of the 31eadlock.

failure of site  before “he reaching message wes sent

jetermined hecause <he JLA includes no instricticns

cure °f 3ite °

. - -
af4er receiving +he resching mes=

2 2e33asion 3% devecticn activicy. 12 <he Alzo-
Inelide 2 rels thack In zten ', 2 Jallure 7
N
o e e e e mm——— e
-
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site C at any time would have no effect on deadlock detvection. The
“iming of the failure would also determine the behavior of the DA if
site D failed. If site 2 failed before sending the request rmressage,
detection activity would cease, while if the message had Leen sent,
deadlock would still te detected.

Zor our example, this DDA appears to be about the same level of
roousiness as the other algorithms, sxcept that 2ach site contains and
retaing more information than in other DDA's. This indicates that i%
should be more robust. The algorithm in the case of cur example was
able %o detect the deadlock with only the resource request message.
As deadlock cycles become more complex, it appears that this algorithm
will also become more robust, even more so than Cbermarck's, because
this DDA retains more information, and it will send -~eaching messages
to any site potentially involved in the deadlock. Cetection activity
#ill occur simultaneously in those sites receiving reeching mnessages.
The impact of the inclusion of a cycle detection in step ! may have
adverse effects on the correctness, but it might greatly enhance <+he

robustness of the DDA.

IV. CCNCLUSIONS

The algorithms discussed in the previous section can be loosely
ranked =y their robustness. Joldman's algorithm is “he least robust,
because 1% is always executed sequentially {unless the requests occur
3i-multaneously, a8 discussed previously). Thus it is always devendent
on 2 single node. Chermarck's algorithm starts ieadlock detection
simdtaneously at all sites, and subsequently passes information in 2
lexical manner tecause JI “he message optimization. Tor our example,
=his resul<ad in 2 zejuential detecticn, althoush Sor larger 4deadlock
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cyclss, 1% snould have some parallzl defection activity occuring. The
Menasce-huntz  =2lsorithm starts letection at the site where <he
Jeadlock occured, and deadlock detecticn is subsequently conducted at

sites which are potentially involved. The Tsai-Belferd algorithm is

invoited each *ime 2a resource is reguested. Deadlock detection »2an

voear concurrently at all sites potentially involved in +he cvele.
It arrears mere rohust than the Menasce-hintz algforithm hecause were
information is neld at zach size.

Jur  aralysis supports the rather ctvious cenclusion that robus+t-
ness is inversely related to it's cost. The Tsai-Belford algori<hm
appears w=ore robust than Cbermarck's algorithm, for example, but it
maintains larger Wr graphs at each site, and is invoked each “ime a
resource is requested, in order that the WF graphs contain sufficient
information.

Tor the example we used to analyze the four algorithms in section
3, the bvehavior of 2ach of those algorithms in the presence of =rrors
i3 almort identical. Zecause our deadlock cycle only involved 2 tran-
sactions, those algorit which are potentially more robust in +he
tresence of larger cycles 4id not have time 4o develcp their robust-
ness. In other words, for a short deadlock cycle, all the algorithms
converged within approximately the szame length of “ime /two or *hree
iseraticns., Zhort oycles of length 2 or ¥ are more vrobable in exist-
ing applicavions, 30 all the above algorithms are approximately 2qual-
ly robust in current applications. In future applications /informa-
tion u%ili<y programs, Zor sxamrlel, however, we expect a much hizher
srcrapilivy of wore complex deadlock cycles, whizh will require a mere
rseust ITA. lcnversely, aowever, 2as <he number of *ransacticns ‘and

3itag  ingreases, 1% will Tte imvortant %w¢ iSe 2 ainimum  zost DAL

B ; (PR T et v et cm——— ey - . e




Work is currently in progress on a new robust distributed deadlock

detection algorithm.
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